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Motivation: Wireless Security Threats
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Concealed Devices

Audio Recording

Video Recording

https://www.cnn.com/2019/04/05/europe/ireland-airbnb-hidden-camera-scli-intl
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Three requirements of 
countermeasure systems
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Consumer countermeasures
are not sufficient
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LM-8 Hidden 
Camera & Bug 

Detector
$150

T-9 Specialty Bug 

Detector

$199

LNYOSN GSM

Wireless Audio 

Bug Detector

$40

Entry Level

Rohde & Schwarz FSU26 
Spectrum Analyzer

$26,500

Signal Hound SM200C
$16,890

Keysight Agilent N9040B 
26.5GHz UXA Signal 
Analyzer w/ Options

$118,435

Professional

Consumer products lack the features required to alert users of true wireless 
threats as they occur

No signal segregation
No continuous monitoring

No signal segregation
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Why does the system need to 
segregate signals?

• The receiver cannot control what 
signals it collects in band
• If there are many, all of them will 

be combined into one time 
series
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The system must segregate signals that arrive in the same band

and …

Expected

Expected
Expected

Anomalies!
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Why can’t we assume 
prior knowledge?

• If you are doing something you 
shouldn’t be, you won’t do it in the 
open
• Threats will hide and keep 

information secret
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The system must segregate signals that arrive in the same band

The system should not require prior knowledge to perform well

and …
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Why is continuous monitoring 
required?

• Receivers support wide instantaneous bandwidth (IBW) to support coverage across 6+ 
GHz of spectrum 
• USRP N210 40 MHz IBW

• USRP N320 200 MHz IBW

• Signal Hound SM200C 160 MHz IBW

• Sample rate of 100 MHz corresponds to 400 MBps continuously needing to be processed
• Multiple antennas/receivers multiplies this rate up accordingly

• STFT scales as O(NlogN) which is why it remains ubiquitous
• Poor resolution limits its usefulness against advanced threats

• Super-resolution spectral estimators typically scale at best O(N2)
• Sparse Bayesian Spectral Estimation – O(N3)

• MUSIC and ESPRIT – O(N2.3)
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The system must segregate signals that arrive in the same band

The system should not require prior knowledge to perform well

The system must be efficient and support this kind of throughput!
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Why is this problem hard
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Why is this problem hard?
Spectrum Example – 2.45 GHz
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Why is this problem hard?
Spectrum Example – 750 MHz
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Why is this problem hard?
Spectrum Example – 5.75 GHz
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Our solution: Searchlight

• Detect signals as much as -18 dB below noise floor
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Searchlight 
Super-resolution Channograms

• Three complex tones centered at 0.5 MHz, 0.85 MHz and 1.25 MHz are to be estimated
•  The first two tones are equal power while the third tone has 100 dB less power
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True location 
of complex 

tones

STFT Properties: 1024 Point Kaiser window 
with beta 10, 50% overlap, 1024 Point FFT

True location of 
complex tones

Channelizer Properties: 1024 Channels, 
24576 Length Prototype Filter, Beta 5

Spectrogram Channogram

PSD cPSD
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Searchlight
Non-flat noise floor estimation
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The Classic Detection Problem
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Detection using 2D convolution

Parseval’s Theorem
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Searchlight- Iterative detection 
and cancellation
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Searchlight - Signal segregation using a 
synthesis channelizer and the channogram
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Searchlight Performance

• Ground truth is difficult to manage for over-the-air (OTA) testing
• We developed a tool called OTA Testbed that allows us to maintain ground truth association 

after transmitting and receiving synthetically generated data over-the-air

• Estimating SNR at the receiver is still a challenge, largely a manual calibration process, 
prone to error
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Searchlight Processing Speed

• If the average sample processing throughput is less than input sample rate, memory 
overflows will occur
• If memory overflow occurs, it is equivalent to turning detection off for the overflowed 

samples, signals can be missed

• Instantaneous processing throughput can be lower than the input sample rate so long as 
it is short enough that the system can catch up before overflow occurs

• Searchlight supports an average throughput of 50 Msps when there are on average 6 or 
fewer signals per block of samples
• Processing time in regions with hundreds of boxes like 2.4 GHz will get amortized over regions 

with no boxes, such as large swaths of 3 GHz – 5 GHz
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Searchlight

• Points of contact
• Richard Bell: rcbell@ucsd.edu

• Dinesh Bharadia: dineshb@ucsd.edu

• fred harris: fjharris@ucsd.edu

• Questions and collaborations welcomed

• Thank you

mailto:rcbell@ucsd.edu
mailto:dineshb@ucsd.edu
mailto:fjharris@ucsd.edu
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